? THE VILLAGE OF

Standard Operating Procedures for Non-Emergency
Drone Use

I. Purpose and Scope

This policy is intended to provide the Village of Indian Hill personnel who are assigned
responsibilities associated with the deployment and use of unmanned aircraft systems
(UAS) (also known as “Drones”) instruction on when and how this technology and the
information it provides may be used to advance Village of Indian Hill's mission in
accordance with law. The Village of Indian Hill drone is equipped with a camera capable of
taking both imagery and video which will be used for planning and governmental purposes
including creating presentation graphics, assessing property characteristics, aerial
inspections, tracking changes, documenting pre/post construction conditions, and general
photography for use in Village of Indian Hill materials and documents.

Il. Policy

It is the policy of Village of Indian Hill that duly trained and Authorized Operator/Remote
Pilot in Command (RPIC) may deploy UAS when such use is appropriate in the performance
of their official duties, and where deployment and use, and the collection and use of any
audio/video recordings or other data originating from or generated by the UAS, comport
with the policy provisions provided herein and applicable law. Village of Indian Hill
personnel violating the policies and procedures contained herein shall be subject to
disciplinary action up to and including termination from employment and/or criminal
prosecution.

Ill. Definitions

1. Program Coordinator. The Program Coordinator shall be responsible for the for
the management of the UAS program. The Program Coordinator will ensure that
policies and procedures conform to current laws, regulations, and best
practices. The Program Coordinator will be appointed by the City Manager.

2. Certificate of Waiver or Authorization (COA). An FAA grant of approval for
specific flight operation.

3. Digital Multimedia Evidence (DME). Digital recordings of images, sounds, and
associated data captured by an aircraft.

4. Remote Pilot in Command (RPIC). A person who holds a remote pilot certificate
with a small, unmanned aircraft systems (UAS) rating and has the final authority
and responsibility for the operation and safety of a UAS operation conducted
under 14 CFR Part 107.

5. Unmanned Aerial System (UAS). An unmanned aircraft system is an unmanned
aircraft and the equipment necessary for the safe and efficient operation of that
aircraft. An unmanned aircraft is a component of a UAS. It is defined by statute



as an aircraft that is operated without the possibility of direct human
intervention from within or on the aircraft (Public Law 112-95, Section 331(8)).

6. Unmanned Aircraft (UA) or Unmanned Aerial Vehicle (UAV). An aircraft operated
without the possibility of direct human intervention from within or on the
aircraft.

7. Visual Observer (VO). A person who is designated by the PIC to supplement
situational awareness and VLOS and assist with seeing and avoiding other air
traffic or objects aloft or on the ground. The VO must be able to effectively
communicate:

a. The small UA location, altitude, and direction of flight;

b. The position of other aircraft or hazards in the airspace; and

c. The determination that the UA does not endanger the life or property of
another.

IV. Procedures

A. Administration and authorized use of UAV. All deployments of UAVs shall be
authorized by the City Manager, be in state and federal legal and regulatory
compliance, as well as in compliance with the policies and procedures defined
herein. UAVs may be used for, the following purposes, which may be updated:

1. To assist in providing support to Village of Indian Hill departments in data
collection and making reports and recommendations relating to map
amendments, text amendments, comprehensive planning, subdivision
regulations and inspection.

2. To assist in providing support upon special request to Village of Indian
Hill in matters involving their planning, subdivisions, and related
inspections.

3. Special Projects: The ability to do special projects under direction and
authorization of the City Manager that may or may not meet any other
criteria.

4. Public demonstration: To educate the public and other agencies of
government regarding the use of UAV.

5. Training: To assist remote pilots and aircrews in maintaining proficiency
in operation skills of UAS’s.

6. Flying:

a. The UAS should not enter or hover above the curtilage;

b. The UAS may take off from and hover above public property such
as public right-of-way;

c. The UAS may take off from and hover above a consenting (written)
owner’s property or open field; and

d. The UAS may hover outside of the curtilage, at an altitude below
400 feet sufficient to permit observation and collection.



B. Restrictions on the use of a UAV.

1.

w

Only authorized operators who have completed FAA Part 107 testing and
certification shall deploy UAVs for approved Village of Indian Hill
purposes.

Authorized operators (RPIC) shall not deploy UAVs in a careless or
reckless manner or in violation of FAA rules governing use of UAVs by
governmental agencies or any other applicable state or federal law.

No authorized operator shall operate more than one UAV at a time.

Use of the Village of Indian Hill UAS shall not be used for the following
purposes:

a. Village of Indian Hill shall avoid use of its UAS to compete with
private companies offering the same or similar services, except
for the prescribed uses provided above.

b. To conduct personal business of any type.

Video surveillance equipment shall not be used:

a. To conduct random surveillance activities.

b.To target a person based solely on actual or perceived
characteristics such as race, ethnicity, national origin, religion,
sex, sexual orientation, gender identity or expression, economic
status, age, cultural group, or disability.

c. To harass, intimidate, or discriminate against any individual or
group.

C. Procedures for use of a UAV. All use of UAVs shall incorporate the following
procedures to assure authorized use, safe operation, secure storage, and
documentation:

1.

The Village of Indian Hill shall consult with the City Solicitor regarding
anytime there is reasonable belief that the flight of a UAV or the collection
of DME may intrude upon a place and time when a person has a
reasonable expectation of privacy, as assured by the U.S. Constitution and
the Ohio Constitution.

The Village of Indian Hill must obtain applicable authorizations, permits,
or certificates required by the FAA prior to deploying or operating the
UAS, and these authorizations, permits, and certificates shall be
maintained and current.

UAVs shall be operated solely by authorized personnel duly trained and
certified as a remote pilot by the FAA under 14CRF Part 107.

RPIC shall inspect and test UAVs prior to each deployment to verify
general airworthiness and mission specific equipment functionality.
Program Coordinator shall coordinate maintenance, repairs, and updates
of UAVs.

Per federal regulation, Program Coordinator or RPIC shall inform local
air traffic control of an impending flight or obtain a waiver of notice from
local air traffic control at the issuance of the COA.



7.

10.

All UAV flights shall be documented for public record on a form or
database designed for that purpose and shall include, but not be limited
to:

a. The reason or purpose for the flight, including the specific need
for use of the UAV not accessible by other ground-based means.

b. Date, time, duration and location of the flight.

c. Name of the supervisor approving the flight.

d. List of staff members assigned to the flight.

e. The summary of actions taken, and the activities and outcomes
from deployment.

f. A brief description of captured DME and the storage location.
Privacy and security: The use of the Village of Indian Hill UAS shall
operate in @ manner to minimize or avoid the obtaining or recording of
any private or confidential information in the data recorded during its use.
Reasonable precautions can include, for example, deactivating or turning
imaging devices away from such areas or persons during UAS
operations.

Accident Reporting: All accidents of any kind involving the use of the
Village of Indian Hill UAS shall be reported to the Director of
Administrative Services and the City Manager immediately. An accident
shall be deemed to have occurred if there is any physical injury to a
person, and damage to the property of a third person, or any damage to
the UAS device or other Village of Indian Hill property. All Village of Indian
Hill personnel who were involved or withessed the accident shall provide
immediate and timely detailed reporting of the event. Any accident
reporting to the FAA required by law shall be made in a full and timely
manner.

Program Coordinator: The Program Coordinator will ensure that policies
and procedures conform to current laws, regulations, and best practices
and will have the following additional responsibilities:

a. Coordinating the FAA Certificate of Waiver or Authorization (COA)
application process and ensuring that the COA is current, and/or
coordinating compliance with FAA Part 107 Remote Pilot
Certificate, as appropriate for department operations.

b. Ensuring that all authorized operators (RPICs) and required
observers have completed all required FAA (Part 107 Certification)
and department-approved training in the operation, applicable
laws, policies, and procedures regarding use of the UAS.

c. Ensure proper utilization of the FAA UAS Data Exchange i.e., Low
Altitude Authorization and Notification Capability (LAANC), and
that all RPICs and VOs are trained on the proper procedure for
submitting a "near real-time request" for operations under 400
feet in controlled airspace around airports, or a "further
coordination request” to fly above the designated altitude ceiling
as applicable.



D. DME storage and retention. DME captured or recorded by UAVs shall be the sole property

j-

. Ensure that all RPICs complete the renewal examination every 24

calendar months.

. Ensure that the UAS is properly registered every 3 years.

Implementing a system for public notification of UAS deployment,
if practical (i.e., Code Red.).

. Developing operational protocols governing the deployment and

operation of a UAS including, but not limited, to safety oversight,
use of visual observers, establishment of lost link procedures,
and secure communication with air traffic control facilities.

. Thoroughly documenting the use of the UAS in a case report.

Developing a UAS inspection, maintenance, and record-keeping
protocol to ensure continuing airworthiness of a UAS, up to and
including its overhaul or life limits.

Adherence to current established records retention schedules.

of Village of Indian Hill.

1. Storage: Authorized personnel shall handle and store captured DME in accordance
with the established records retention schedule for storing digital files and
applicable statutes regarding, but not limited to, disclosure pursuant to the Ohio
Public Records Act at Ohio Revised Code (Section 149.43). Any requests for DME
disclosure shall be reviewed by Village of Indian Hill's personnel and as needed with

the City Solicitor.
2. Downloading Procedures:

a. Program Coordinator or RPIC shall securely download all captured DME at
the completion of each mission. Each DME file shall be given a unique label,

according to a file classification system.

b. DME shall be promptly reviewed by Village of Indian Hill personnel to
ascertain any private or confidential information shown in the data, and
reasonable efforts shall be made to redact out such information by blurring,

editing or deletion.
3. Permitted Review of DME:

a. Access to captured DME must be specifically approved by the Program

Coordinator and documented.

b. Access records are to be audited regularly by Program Coordinator to ensure
that only approved users are accessing the data for authorized purposes.

c. Review of DME will be authorized under the following terms:

The Program Coordinator their designee, or authorized personnel shall
be permitted to review a copy of captured DME for purposes of
investigating alleged misconduct reports or meritorious conduct;
whenever such DME would be beneficial in reviewing the performance
of the personnel who captured the DME, or were involved with the
incident depicted; and to determine whether DME is of value as a

training tool.

The City Manager, or their designee, and other members of Village of
Indian Hill will be permitted to review a copy of captured DME for



purposes of wundertaking an authorized project, assisting in
professional development; or to inform strategy related to the
administration of the UAS.

iii.  When a third party is authorized by Village of Indian Hill to capture DME
pursuant to any method as an agent of Village of Indian Hill, the agent
shall not be permitted to keep, independently access, edit, alter, erase,
duplicate, share, or otherwise distribute a copy of captured DME
without the written consent of the City Manager, or their designee, or
the Program Coordinator.

iv.  The City Solicitor shall be notified of DME, as set forth previously, if the
Program Coordinator deems it necessary, and shall be permitted to
review a copy of captured DME as it pertains to that matter.

v. DME shall be subject to the same rules and procedures for file and
retention as other Village of Indian Hill file materials.

vi.  Certain DME may be deemed by Village of Indian Hill to be confidential,
proprietary or constitute a clearly unwarranted invasion of personal
privacy, and thus not subject to public records request as provided in
law.

4. All retained DME, unless exempted by Ohio Revised Code (Section 149.43), shall be

available for public inspection. Any and all public disclosure of DME must be
consistent with the Village of Indian Hill records policy and applicable statutes. No
Village of Indian Hill personnel may edit, alter, erase, duplicate, share, or otherwise
distribute captured DME in any manner externally. When approval is granted:

a. Personnel shall document on a form or database designed for that purpose
the requesting party and the rationale for determining whether to release a
copy of captured DME.

b. Personnel shall document any changes or edits made to a copy of captured
DME and the rationale for doing so on a written form or database designed
for that purpose. Changes or edits to a copy of captured DME may be done to
preserve the privacy of third-party individuals. The original DME data shall be
stored and maintained in an unaltered state to maintain its integrity and
metadata. Any alterations, erasures, redactions, or sharing of DME data shall
be done using a copy of the original DME file.

E. Unmanned Aerial Vehicle audit protocol.

1.

Program Coordinator shall annually audit UAV flight documentation and DME access
records and produce a periodic audit report detailing the results of the audit and any
changes or corrections made to the flight time counter, captured DME, and DME
access records.

Program Coordinator shall annually audit the policy and procedures and make
recommendations for any necessary amendments.

F. Training of Authorized Operator/RPIC

1.

Remote pilot in command (RPIC)/Authorized Operator assigned to operate UAVs
must complete a Village of Indian Hill approved training program and meet all
conditions of the certifications as issued by the FAA.

RPIC assigned to operate UAVs shall also receive additional training at regular
intervals to ensure continued effective use, operation, calibration, and performance



of UAVs and to incorporate changes, updates, revisions, and advances in policies and
procedures in the deployment and use of UAVs.

3. All certified remote pilots must complete a required initial training as well as
department approved annual training, which shall be documented.

4. All personnel with responsibilities related to the Unmanned Aerial System (UAS)
shall be regularly trained in applicable local, state and federal laws, regulations, and
the policies and procedures that govern the deployment of UAVs.

V. Insurance

In addition to commercial general liability insurance, the Village of Indian Hill shall maintain aviation
liability insurance to include products and completed operations, property damage, bodily injury with
limits no less than $1,000,000 per occurrence, and $2,000,000 in the aggregate. Insurance coverage shall
be obtained prior to any use or operation of the UAS program, and maintained to comprehensively
insure Village of Indian Hill against claims for (1) any privacy violations; (2) property damage or
personal injury from its usage; and, (3) replacement of the device if damaged. The village may secure
aviation liability coverage via an endorsement on its commercial general liability policy. The City Solicitor
should review the policy and coverages to assure comprehensive protection against claims and
losses.



